For more information about Easilock,
VISit www.rm.com
or callus on 01943 463 346

RM Easilock

Protects Pupil Data




Designed to
protect school data

RM Easilock is encryption software specifically designed to protect
sensitive data in schools. Produced to meet Becta requirements

on ‘keeping data safe, secure and legal’, RM Easilock simplifies

data encryption so that it can be used in a school without disrupting
normal working practices and ICT systems.

Keeping data safe, secure and legal

Becta have produced good practice guidelines on behalf of the Department for
Children, Schools and Families in order for schools to be compliant with the Data
Protection Act. These guides are based on mandatory Government data handling

procedures which apply to all departments and agencies, including local authorities.

RM is the leading provider of ICT, software, infrastructure and services to
UK education. RM Easilock is a school-specific solution that puts simple, intuitive
encryption on the computer of every teacher.

The most important areas for schools regarding data encryption are:

1 Encrypt sensitive pupil data taken away from school premises
on a teacher laptop, CD or USB stick

2 Securely delete documents from teacher laptops
3 Encrypt data in transit

While the requirements sound onerous, in reality it’s about introducing some simple
software to make sure your school doesn’'t make the headlines when data has been
lost or stolen!

Choosing the right solution

Every school needs an effective data security solution in order to meet the new
standards. However most encryption systems are designed for businesses and
the emphasis is on absolute security. Preliminary testing has indicated that some
of these encryption solutions may cause conflict with commonly used recovery
programs for CC3 and CC4, making them unsuitable for many schools.

Understanding the challenges in education

As the Number 1 supplier of ICT solutions to schools, RM has developed an

in-depth understanding of the unique challenges they face. This expertise informed
the product development of RM Easilock. The result is an encryption solution that
accurately matches the data security requirements of schools, without interfering
with existing ICT systems.

Flexibility and security

If a teacher wants to take data off site with a USB memory stick, RM Easilock will
prompt them to encrypt the data before saving a copy. Teachers also have the
ability to encrypt email messages and securely delete sensitive data with the
desktop shredder.

As well as providing a secure data encryption solution, RM offers full telephone
support for all users. RM Easilock was specifically designed for the school
environment and education budgets, making it an affordable and comprehensive
solution that can be deployed easily and rapidly.

¢ Data security for schools EaSiIOCk

Full disk or file and folder encryption i
Compatible with Community Connect stations

Shared encryption keys for secure collaboration

* Keys copied and secured in case of password loss.



